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1. Heap 1 3a1a4m U3yYeHUS TUCHMIIIMHBI

enp u3ydeHHs TUCHUILTUHBI — ()OPMHPOBAHUE CIIOCOOHOCTH OPTaHHM30BBIBATH OE30MACHYIO
paboTy Ha TEpCOHAIBHOM KOMIBIOTEpPE U B  KOMIIBIOTEPHOM CETH, IPOTHUBOCTOSATH
WHPOPMAIIMOHHBIM ~ yTpO3aM, BKJIIOYAsh TEXHHYECKHE, TEXHOJOTHUECKHE, TMCHXOJOTHUECKHE,
COIIMAJIbHBIC.

3aaun AUCIUTUINHBL

- (¢opmupoBaHMe 3HaHM B O0JACTH POCCHUHCKOTO MPAaBOBOIO  PEryJIHPOBAHUS
nH(pOpMaMOHHOM 0€301MacHOCTH;

- BBIpa0OTKAa TMpEACTaBIEHUH O crmocobax oOecrmeyeHus 3alluThl KOMIbIOTEpa |
MPOTHBOCTOSIHUM METOJIaM COLIMATbHOIN WHKCHEPHH;

- OCBOCHHE MPOTPaMMHBIX CPEICTB oOecredeHuss HWH(POPMAIMOHHON O0€30MacHOCTH IpH
paboTe Ha MepCOHATLHOM KOMITBIOTEPE U B KOMITBIOTEPHOM CETH, BKIIOYast (JOPMHPOBAHUE YMEHUH
apryMEHTHPOBAHHOT'O BBIOOPAa M CAMOCTOSITEIIbHON YCTAaHOBKH COOTBETCTBYIOILIETO MPOTPAMMHOTO
obOecIeveHus;

- 0030p KpunTorpaguuECKux METOA0B MM(PPOBAHUS JAHHBIX;

- BbIpa0OTKa YMEHHI pa3pabaThiBaTh M PEATU30BBIBATH IOJUTHKY WH(POPMAIIMOHHOM
0€30MacHOCTH Ha MPeIIpUsITHH;

- (opMHpOBaHUE CITOCOOHOCTEH MO MPOTHBOACUCTBUIO MOIICHHHYECKUM JICHCTBHUSM B CETH
WHTEepHeT 1 BeieHUs MPOCBETHTEIHCKON paOOTHI B 3TOM HAIPaBJICHUU.

2. Mecto nucuumiunsl B ctpykrype OIIOIT BO

Hucuumnunaa b1.5.09 «OcHoBel uHbOpManmoHHON 0e30macHOCTH B MpodeccroHalbHON
JESATEILHOCTH» OTHOCHTCS K 0230BOM YacTH y4eOHOTO IIaHa.

JlucuuiuinHa u3ydaercs Ha 4 Kkypce, B 8 cemecTpe.

JUia n3ydeHust TUCUUIUIMHBI Tpedyetcs: i 0CBOGHUS JUCHUILIMHBL CTYIEHThl UCIIOJIb3YIOT
3HaHUs, YMEHUS, HABBIKHU, CIIOCOOBI 1€ATEIbHOCTU M YCTAHOBKH, MOJTY4YE€HHbIE U C(POPMUPOBAaHHbBIE B
Xoze n3ydeHus nuciumine «MHadopMaTika 1 nHOpMAIMOHHBIE TEXHOJIOTUH B IPO(ECCHOHATBHOM
NESITeTbHOCTH.

Wzyuennto  guctummuabsl - b1.6.09  «OcHoBel  mHpOpMannoHHOH  Oe30macHOCTH B
po¢eCCHOHATILHOM 1eATEIbHOCTH NPEALECTBYET OCBOSHUE TUCIUILINH (IIPAKTHK):

b1.5.08 MWudopmatnka ¥ uHOOPMAIMOHHBIE TEXHOJOTHH B  MPOPECCHOHATBHON
NesITebHOCTH.

OcBoenne mucumumHabl  B1.65.09  «OcHOBBI  mH(OpManmoHHOW  O€30MacHOCTH B
npoEeCCUOHATLHON  JIeITENbHOCTH» SIBISETCS HEOOXOAMMOM OCHOBOM JJsi TOCIEIYIOLIEro
W3YYEHHUS] TUCIUIUINH (TPAKTHUK):

b2.5.02(IT) IlpakTuka 1O TOJYYEHUIO MNPOPECCHOHATBHBIX YMEHMH M OmbITa
MpoeCCUOHAIBHON e TEIHHOCTH.

Obnacte npodeccCHOHATBHOM JEATENBHOCTH, Ha KOTOPYIO OpPHUEHTHPYET JAUCLUILINHA
«OcHOBBI HH(OpPMaLIMOHHOW 0€30MacHOCTH B MPO(ecCHOHATBHON JeSTENbHOCTUY», BKIIOYAET:
MEXKYJIbTYPHYIO KOMMYHHMKAIMIO B c(epax MEXIoCylapCTBEHHBIX OTHOILICHMH, oOecreueHHs
000pOHBI U 6€30MaCHOCTH FOCYIapCTBa, 3AKOHHOCTH U TIPABOTIOPSIKA.

OcBoeHMe TUCHMITIMHBI TOTOBUT K paboTe cO CIEAYIOIUMHU 00beKTaMu MpoQecCHOoHaTbHOM
NeSITEeIbHOCTHU:

- nHopManus, nepeaBaeMast B POLECCe MEXKYIbTYPHOW KOMMYHHUKAIUH;

- HHOCTPAHHBIE 3bIKU U KYJIbTYPHI;

- TEOpHUS U3Y4a€MbIX HHOCTPAHHBIX SI3bIKOB U MIEPEBO/IA;

- CIOCO0BI, METO/BI, CPEACTBA, BUBI U NMPHEMbI MEXKKYJIbTYpHOH KOMMYHUKALMU B chepax
MEXTOCYJapCTBEHHBIX OTHOIIEHUH, obOecrieyeHusi OOOpPOHBI U 0O€30MacHOCTH TOCYJapcTBa,
3aKOHHOCTH U ITPaBOIIOPSJIKA;

- MH(POPMAIIMOHHO-aHATUTHYECKAsl, PEAAKTOPCKas W OpraHU3allMOHHAs JIeATENbHOCTh B
o0J1acTH nepeBoa.

B npouiecce nzydeHus IMCHUIUIMHBI CTYAEHT TOTOBUTCS K BHJIaM MPO(ecCHOHATBHOM 1eATeNbHOCTH
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U pelIeHUI0 MpodecCHoHaNbHbIX 3a1a4, npeaxycMoTpeHHbIX @T'OC BO 1 yueOHbIM II1aHOM.

3. TpeOoBaHus K pe3yJIibTATAM OCBOCHHSI JUCHUNIHHBI

[Ipouecc n3yueHus: AUCUUILIMHBI HAIIPaBiieH HAa GOPMUPOBAHUE KOMIIETEHIUH.

BhimyckHUK J0DKeH o0safaTh CleIyIOUMMH O0IEenpoecCHOHATbHBIME KOMITETCHIUAMHI
(OIIK):

OIIK-1  cnocoOHOCTBIO  paboTaTh C  pa3iMYHBIMH  UCTOYHMKaMU  WHQOpMAIUH,
MH(OPMALIMOHHBIMU pecypcaMi U TEXHOJIOTUSAMHM, OCYILECTBJIATH MOUCK, XpaHEHHe, 00paboTKy U
aHanu3 MHGOpPMAIMKM W3 PA3HBIX HMCTOYHHKOB M 0a3 JaHHBIX, NPEACTaBIATH €€ B TpedyemMoM
dbopMate ¢ UCHOIb30BaHUEM HH(POPMAIIMOHHBIX, KOMIBIOTEPHBIX U CETEBBIX TEXHOJOTHIl, BIAJCTh
CTaHJAPTHBIMH METOJaMH KOMIIBIOTEPHOTO HabOpa TEKCTa M €ro pelIaKTUPOBAaHHUS HAa PYCCKOM U
MHOCTPAHHOM SI3bIKE.

OIIK-2 cmocoOGHOCTRIO COOMOAaTh B MPO(ECCHOHANBHONW AEATENbHOCTH TpeOOBaHUS
MIPABOBBIX AKTOB B 00JIacTU MHGOPMAIIMOHHON 0€30MaCHOCTH, 3alIUThl TOCYIaPCTBEHHON TallHbI U
MHOU MH(POPMAIIUU OTPAaHUYCHHOTO JIOCTYIIA, 00€CIeYnBaTh COOIIOACHNE PEKUMa CEKPETHOCTH.

OIIK-5 cmocoOHOCThIO  CaMOCTOSITEIBHO — OCYIIECTBIATH TOHMCK  MPOdeCcCHOHATBHOM
nH(OpPMALIUY B TIEYATHBIX M AIEKTPOHHBIX UCTOYHHUKAX, BKIIIOYAs! SJIEKTPOHHBIE 0a3bl JaHHBIX.

4. O0beM TUCHMIIMHBI M BUJIbI Y4e0HOH padoThl

Bcero Bocsmoint

Bu yuebHol paboThl 4acoB ceMecTp
KonTakTHas padora (Bcero) 36 36
Jlexiun 18 18
[TpakTudeckue 18 18
CamocTosiTesibHas padora (Bcero) 72 72
Bubl NPOMEKYTOYHOI aTTeCTANMN

3auer +
OO6masi TPy10eMKOCTh 4aChl 108 108
O01as1 TPYA10€MKOCTh 3a4eTHbIE eTHHUIIbI 3 3

5. Conep:xaHue IMCHUTLIMHBI

5.1. Conep:xanue MoayJied TUCHUTIINHBI

Mopnyas 1. OcHoBbI HHPOPMALHOHHYIO 0€30MIACHOCTD:

O6mue Bonpocs! nH(popMannoHHON Oe3onacHocTH. Teopust ”HPOpMAIIMOHHOM Oe30MacHOCTH
U ee OCHOBHbIE HampaBieHHs. BuIbl BO3MOXKHBIX HapyIIeHUH HWH(POPMALMOHHON 0e30MacHOCTH.
[IpyurHbl BO3HUKHOBEHHS] MH(POPMAIIMOHHBIX YIPO3 M MEpPbI 3alUThl OT HUX. MeXIyHapoIHbIe
cTaHAapThl MH(popMaloHHOro obmeHa. IloHsTHe MHpOpMannMoHHONW yrpo3sl. WH(popmanmoHHas
0€301acHOCTh B yCIOBUAX (PyHKIIMOHHpOBaHMs B Poccuu riiobanbHBIX ceTeil. Buabl mpoTUBHUKOB
WIN «HapywmuTenein». HopMaTuBHbIE PYKOBOASIINE TOKYMEHTHI, KACAIOIIUECS TOCYAAPCTBEHHOU
TaliHbl, HOPMATHUBHO-CIIPABOYHBIE JOKYMEHTHI. 3akoH 00 mHpopmanuu. CyneOHbIe MPELeeHTh U
OTBETCTBEHHOCTh 3a HapylleHue 3akoHa. Konuenuus wundopManuoHHOH Oe3omacHocTH PO.
Nudopmannonnas 0€30MacHOCTb JINYHOCTH, oO11ecTBa, rocyzapcraa.
Teopuss mHpOpManMOHHON O€30MacHOCTH M €€ OCHOBHBIE HampaBieHus. Beaymue mnoioxeHus
Teopun HUH(POPMALMOHHONM O€30MacHOCT B 00JacTH HMH(POPMAIMOHHBIX cucteM. Moaenu
0e30macHOCTM M HX TNpuMeHeHue. TakcoHOMus HapymeHH HH(OpMarMOHHONW O0e30MacHOCTH
BBIUHCIIUTENBHON CHCTEMBI U IPUYUHBI, 00YCIaBIUBAIOLINE UX CYIIIECTBOBAHUE.

Buasl BO3MOXHBIX HapymeHu uHpopMaiuoHHON Oe3onmacHocTd. HechopMupoBaHHOCTD
MH(OPMALIMOHHON KYJIBTYpHI Mojb3oBaTenell. Xakepckue atakd. DoS- u DDoS-ataku. CereBoit
LIITUOHAX (cHu¢puHr, HIOKEPHI). OKCIJIOUTHI.
[IpyunHBl  BO3HUKHOBEHMsS] HMH()OPMALMOHHBIX  yrpo3. AHanmu3 crnoco0OB  HapylIeHUS
uHpOpPMALMOHHOM  Oe3omacHOCTH. Vcmonp30BaHME —3AILMIIEHHBIX KOMIBIOTEPHBIX  CHCTEM.
Ha3znauenne u 3amaum B cdepe oOecnedeHuss HWHOpP-MaMOHHOW O€30MacHOCTH Ha YpPOBHE
rocy1apcraa.
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Wudopmanronssie pecypcsl o nHGOPMAMOHHOHN O6e30macHOCTH. [IpaBoBbIe BONPOCHI, CBSI3aHHbIE
¢ uHpopMalMOHHON Oe3omacHOCTbiO. HopmaTuBHBIE pYKOBOIAIIME IOKYMEHTHI, Kacarouiuecs
rOCyJ1apCTBEHHOM TalHbI.

Mopnyasb 2. CoBpeMeHHbIE TeXHOJI0TMH HH(POPMaLIMOHHO 0€30I1aCHOCTH:

Ha3nauenne u 3agaunm  oOecrneueHMs HMH(OPMALMOHHONW O€30MacHOCTM Ha  ypOBHE
rocynapcrBa. IloHatne o Buaax BUpPYCOB. AHTHBHpPYCHas 3allMTa KOMIIbIOTEpa. TexXHoorus
MOCTPOCHMsI 3alMIIEHHBIX HH(pOpMalMOHHbIX cucteM. Kpunrtorpagus kak Hayka. MeToabl
IICUXOJIOTMYECKOr0 BO3ACUCTBUA Ha mosb3oBarens cetd VMHrepHer. IloHATHE O BHIax BUPYCOB.
AHTHBHpYCHas 3amuTa KomimbioTepa. Knaccugukanus koMibploTepHbBIX BHpycoB. Kiaccuueckue
KOMIIbIOTEpHBIE BUpYyChl. DailnoBbie BUpychl. MakpoBupychl. TposiHckue koHu. PyTkutel. CeTeBble
yepBu. [IporpammHuble cpencTBa Juisd 00eceueH st aHTUBUPYCHOM 3alllUThl KOMIIbIOTEpA.

TexHonmoruu  TOCTPOCHHMS  3alIUIIEHHBIX  WH(POPMAIM-OHHBIX  CHCTeM.  MecTo
MH(GOPMALMOHHOM 0€30MaCHOCTH 3KOHOMUYECKUX CHUCTEM B HALIMOHAJIBHOMN 0€3-0IaCHOCTH CTPaHBbI.
Pucku 1 neHHOCTHh HH(OpMAIIHH.

Kpunrorpadus xak Hayka. Meronsl kpunrorpaduu. AJropUuTMBbl U CTaHIAPThl IIHUPPOBAHHUS.
CuMMeTpHYHOE M aCHMMETPUYHOE MU(ppOBaHHE. DICKTPOHHAs HU(ppoBas moanuch. COBpeMEHHBIE
TEXHOJIOTUU ayTeHTU(UKALUY.
Bomnpocel opranmszanuu uHpOpManuoHHOKW Oe3omacHOCTH Tpu pabore ¢ HHGOPMAIMOHHBIMU
pecypcamu u cepBucamu cetd MHTepHeT. MeTOAapl INCHXOJIOTMYECKOTO BO3JCHCTBUS Ha
nosib3oBarens cetu Mutepuer. CounanbHas HHXXEHEPHSL.

AHTHBHpYCHBIE IpPOrpaMMHBIE CpeACcTBa O(GHUCHOIO U JOMAIIHEro Ha3HAueHUs i
obecrieueHus nHpopMaoHHOK Oe3omacHocT. [lapombhas 3ammra. IlporpaMmel mmdppoBaHHS
JAHHBIX

ConuanbHasi HHKEHEPUS U €€ METOJIbI.

ONEeKTpOHHAs BaJlIOTa

CoumanpHble ceTH Kak uHpopmannonHas yrpo3a. Jletm wu HWuartepner. [lomutuka
MH(GOPMALMOHHOM 0€30M1aCHOCTH U €€ OpraHM3aLus B JIOKAJIbHON CeTH

5.2. Copep:xanue qucuumiannbl: Jlekuuu (18 4.)

Moayas 1. OcHoBbI HHpOPMAIMOHHYIO 0€30NACHOCTD (8 4.)

Tema 1. OGmiue Borpockl UHPOPMALIMOHHOM 6e30macHOCTH (2 4.)

Nudopmanmonnas ©6e30macHOCTh Kak HayyHas oOjacTh. HampaBnenuss obecreueHus
MH(GOPMALMOHHOM 6€30MaCHOCTH B COBPEMEHHBIX YCIOBUSX.

Tewma 2. Teopus nHpopMaloOHHON OE30MACHOCTH U €€ OCHOBHBIE HampaBieHus (2 4.)

Teopernueckue Bonpockl opranu3anuy nHpopMannoHHoi 6e3onacHoctu. [1yTtn opranuzanuu
MH(OPMaLIMOHHON 6E€30MaCHOCTH Ha MPEIIPUSTHN.

Tema 3. Buyibl BO3MOXKHBIX HapyIIeHUH HH(OpMamoHHON O6e30nacHoCTH (2 4.)

Nudopmanonnas yrpo3a. VYpoBHH HapylleHUs HMHQOPMAIMOHHOW  O€30MacHOCTH:
anmapaTHblid, IPOrPaMMHBIH, YeJIOBEUECKUI (GakTop.

Tewma 4. [IpuunHbI BOSHUKHOBEHUS! HHPOPMAILIMOHHBIX YTPO3 U MEPHI 3aMTHI OT HUX (2 4.)

Wudpopmannonnas yrposa. Bunel wnHpopmanuoHHbIX yrpo3. CrocoObl 3amuTsl  OT
MH(OPMALIMOHHBIX YTPO3.

Moayas 2. CoBpeMeHHbIE TEXHOJI0TMH HHPOPMAIIMOHHOM Oe3omacHocTH (10 4.)

Tema 5. Hasnauenue u 3agaun obecrieueHus] MH(OPMALMOHHONW O€30MacCHOCTHM Ha YpOBHE
rocynapcTna (2 4.)
lNocynapcrBenHas 3amuta HHGOpMaIUH.
3aKOHBI, peryiupylomue odecrnedyeHne THPOPMALMOHHON 6e3011acCHOCTH Ha YPOBHE rOCy1apCTBa.
OTBETCTBEHHOCTH 3a HAPYIIEHHE 3aKOHOB.

Tema 6. [TonsTHE 0 BUJaX BUPYCOB. AHTUBHPYCHAS 3alUTa KOMIbloTepa (2 4.)

KomnerotepHsie Bupyc: onpezeneHue, npupoaa BOSHUKHOBEHHUS.

Crioco0bI nonaiaHusi BUPYCOB B KOMITBIOTEPHYIO CHCTEMY.
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Krnaccudukanus BUpycos.

CrniocoObl 3a1UThl OT BUPYCOB

Tema 7. TexHonOrUs NOCTPOCHUS 3ALTUIIEHHBIX HHPOPMALMOHHBIX cUCTEM (2 4.)

TexHoMOTHS ONIpeIeNIeHUs IMTyTel OpraHUu3aliK AU Tl HH()OPMAITMOHHOW CUCTEMBI.

OT60p mporpaMMHBIX CPEACTB JJIsi OpTraHU3aI[uH 3alTUTHI.

AyTeHTH(DUKAITAN TTOJIH30BATEIICH.

Pacnpenenenne npaB B ”HPOPMALIMOHHOM CUCTEME.

Tema 8. Kpunrorpadus kak Hayka (2 49.)

Kpunrorpadus u ee mecro B obecriedueHUN WHPOPMALMOHHON 0E30MaCHOCTU MPEATIPUATHUS.
Crnoco06s1 mudpoBanus AaHHbIX. [IporpaMMel 1715 MPOBKU U pacIMPpPOBKU JaHHBIX.

Tema 9. IlporpaMMHBIE CpelCTBa KOMIIBIOTEpPA MO OOHAPYKEHUIO HECAHKIIMOHHPOBAHHOTO
BTOPIKEHUS U 3aIlIUTE OT BTOpkKEHUS (2 4.)

[Icuxomornveckoe BO3JCHCTBUS Ha MOJIB30BaTeNsl Kak MH(opMamoHHas yrposa. CrocoObl
Boszxeiicteus. [Icuxomornyeckoe Bosneiictere. CriocoOBl 3alUThI OT BO3IEHCTBUS.

5.3. Conep:xkanne nucuununbl: [Ipakruyeckue (18 4.)

Mopayas 1. OcHoBBI HH(pOPMALIHOHHYIO 0€30N1ACHOCTD (8 4.)

Tema 1. HWuadpopManmoHHBIE pecypchl MO HMHPOPMANMOHHON Oe3omacHocTH. I[IpaBoBbIe
BOTIPOCHI, CBSI3aHHBIE C HH(OPMAIIMOHHOH 0€301macHOCTHIO (2 4.)

OOmue Bompockl HH(popManuoHHOW Oe3zomacHocTu. MHpopMalMOHHBIE pecypchl IO
MH(POPMAIIMOHHOHN 0€301acHOCTH.

IIpaBoBOE peryiaupoBaHue B 06JacTi UHPOPMALMOHHOM 6€30M1aCHOCTH.

3aKOHBI O MPECTYIUICHUSAX B chepe NHPOPMAIIMOHHBIX TEXHOJIOTHIA.
ABtopckoe npaBo. [1yTu gokazarenbcTBa aBTOPCTBA.

WNuTennexryanbHas coOCTBEHHOCTh. CriocoOBI 3alllUThl HHTEIIEKTYaIbHOM COOCTBEHHOCTH.

JIuueH3noHHOe IpOrpaMMHOE obecrieueHue.
KomMmnbrorepHoe nupaTcTBO U 3aKOHOATENbHAs! OTBETCTBEHHOCTD 3a HETO.

I'ocynapcrBeHHas TaiiHa. OTBETCTBEHHOCTb 3a pa3rilallleHUue rocyJapCTBEHHON TalHBI.
Cocrosnue 3akonoaarenbcTBa PO B 0061acTu coxpaHeHHs TOCYAapCTBEHHOM TaliHBI.
[TpruMepsl HapyIIEHUS TOCY1apCTBEHHON TalHBI.

Tema 2. IlporpaMMHbBIE W anmapaTHbIE CpEACTBa, CBA3aHHBIE C YIrpo30il olecnedeHus

nHpopManoHHoM 6e3omacHocTH (2 4.)

HecankunoHupoBaHHBIA JOCTYN K amnmapaTHbIM CpeICTBaM KOMIIbIOTEpAa U CpE/ICTBa
orpaHudeHus jgocryma. Bsmom oskpanHoi 3actaBku Windows u mapons BIOS. CnocoGsl
MIpeIOTBPALEHHUS B3JI0Ma. B3/1oM onepanroHHONW CUCTEMBbI IOCPEACTBOM HOCHUTENEH MH(OpMaILHH.
Cnoco6bl 3ammtel. Orpanuyenue npoctyna Kk USB-nakonutensm. Pasrpanmuenue noctyna B
JOKAJIbHBIX cCeTAX. B37noM ydeTHbIX 3amMced moJsib3oBaTene JiokanbHOM ceTH. CrocoObl
IPEJOTBPALCHNS B3JIOMA.

Texnonorus nposeaenuss DoS- u DDoS-arak (nepenamnpasienue Tpaduka, HaBsI3bIBaHHUE
JUTMHHOM CETeBOM MAcCKH).

Cnioco6r1 penoTpaiienuss DoS- u DDoS-arak. [laccuBHas 1 akTuBHas 000pOHA MPH 3aIIUTE
cepBepa OT aTak.

[TporpamMmHBbIe cpecTBa U MHGOPMALIMOHHBIE pecypchl it oTpaxeHuss DoS- u DDoS-atak.

Tema 3. KoMIuiekcHas 3aliura ceTeBOro KOMIboTepa oT HH()OPMAIIMOHHBIX yrpo3 (2 4.)
[Tpobnembl BbIOOpa 3aIIMTHOrO MporpaMMHOro obecrnedeHus. CalTel ¢ OecIUIaTHBIM

MIPOrpaMMHBIM 00€CTIEYEHUEM T10 3aLIUTE KOMITbIOTEPA.
XaKUHT U aHTUXAKUHT. XaKEPCKHE TEXHOJIOTHH.

O0630p TpOrpaMMHBIX CPEICTB JUIS 3aIIUTHl OOBEKTOB ONEPALIMOHHON CUCTEMBI.

Bpannmaysp (MexcereBoil akpaH, firewall) u ero HazHauenue. TeXHOIOTHS OTPAKEHUS aTak
OpannmMayspoM. Hactpoiika BctpoerHoro Opanamayspa Windows.

XapaKTepUCTUKU CIEHAIU3UPOBaHHbIX OpanamayspoB. Kputepuu orbGopa OpanamayspoB
JUISL IPAKTUYECKOTO UCIOb30BaHUS.
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Tema 4. IIporpammHBIe CpeACTBa KOMIBbIOTEpAa MO OOHAPY)KEHUIO HECAHKIIMOHHUPOBAHHOTO
BTOP)KCHHS M 3aITUTE OT BTOPXKEHUS (2 4.)

IIpoakTHBHBIE CUCTEMBI 3AIMTHI KOMIIBIOTEPA.

CucreMbl KOHTPOJIS LIETOCTHOCTH TAHHBIX.

Bopb6a ¢ noTeHIMaabHO ONAaCHBIMH TPOrPaMMaMHU.

Moay.nb 2. CoBpeMeHHbIe TeXHOJI0TuH HH(popManuoHHoi 6e3onacHocTu (10 4.)

Tema 5. AHTUBUPYCHBIE IPOTPAMMHBIE CPEJICTBA O(UCHOTO M JOMAIIIHEro Ha3HayeHus (2 4.)

BpenonocHoe mnporpammHoe oOecriedeHHe W MYyTH €ro IoMagaHus B  KOMIIBIOTED
I10JIb30BATEI.

KommbrotepHas pexiiama Kak HHCTPYMEHT 3apa)KeHUs] KOMITbIOTepa. PyTKUTEHI.

KitaBuarypHsie LITTUOHBI (xemnorreps).
OYHKIMOHAIbHBIE BO3MOYKHOCTA aHTUBUPYCHBIX MPOTPAMMHBIX CPE/ICTB.

OnnaifH aHTUBUPYCHI

SMS-610KepBI U METOIBI OOPHOBI C HUMH.

[Tapons Kak cpencTBO OrpaHMYEHHs JOCTyna K pecypcy. TpebGoBanusi K BbIOOpY Hapods.
XpaHUTENIH TTapOJICH.

[TporpamMMmbl BoccTaHOBIIEHUS (B3710Ma) mapoiieil. bpytdopc

Tewma 6. CounanbHast HH)KEHEPHUS U €€ MeTObI (2 4.)

0O0630p METOJIOB COLMAIBHON UHIKEHEPUH.

MeTo bl M1 METOAMKH TICUXOJOTHYECKOTO BO3ACHCTBUS HA IMYHOCTH (YHUBEPCATbHBINA CEaHC
CBSI3M, COOOIIEHHME O IPOBEPKE IOYTHI, COOOLIEHHWE OT MMEHU aJMUHHCTpPATOpa, KBUTAHLUS O
J0CTaBKe, OONMYEHUE U Jp.). AHTPONOreHHBbIE MHCTPYMEHTHI 3alIUThl OT METOJOB COIMAIBHOMN
UHXEHepuu (MpUBJIEYEHUE K BoOIpocaM O€30IacCHOCTH, W3YYEHHME M BHEJIPEHHE HEeOoOXOJUMBIX
METOJIOB ¥ JICHCTBUH /715l IOBBIIICHUS 3alIUTHI MH()OPMAIIMOHHOTO 00eCTIeUeHNS).

OOpaTHas couuanbHasi UHKEHEPUS.

@apMUHT KaK HHCTPYMEHT CKpPBITOTO TIE€pEHANpaBiIeHUs] Ha MOAJAEIbHbIE CANTHI
@OUmMHT ¥ BHIIMHT KaKk HMHCTPYMEHT TMOJNyYeHHS KOH(UACHIMATBbHOH  HH(pOpMAIUH.
MomennuuectBo B HTEpHETE.

[IpaBuna moBeneHus moyib3oBaTeneil B cetn MuTepHeT mpu pabore ¢ mHOOPMAIMOHHBIMHU
pecypcamu.

Tema 7. IIporpaMmel mmdpoBaHus JaHHBIX. DIEKTPOHHAS BamoTa (2 4.)

udpoBanre naHHBIX W €ro Ha3HAUYECHHUE. AJTOPUTMBI U CTaHAAPTHl MUGPOBAHUS.
ApxuBupoBaHue (aiiyoB ¢ maposeM Kak HHCTPYMEHT 3allUThl OT HECAaHKIIMOHUPOBAHHOTO

JOCTyIa.

Kpuntorpadus u ee METO/bI muppoBaHus HH(pOpMaLINH.
Boccranonenne — gaHHblX.  ['pamoTHoe — ynanmeHue — umHpopManmMM € KOMIIbIOTepa.
Crnenuanu3upoBaHHbIE IPOrPaMMHBIE CPEJCTBA MO yAAIECHUIO.

OnexTpoHHas HAJIMYHOCTb. 0O0630p TUTATEXKHBIX OHJIAN{H-CUCTEM.

OmnacHOCTH TIpH pabOTe € ANEKTPOHHON HATMYHOCTHIO.

[Tpo6nembl 37eKTPOHHOH OIIIATHI.

Crnioco6sl 3apabotka B UHTEpHETE.

Tema 8. CounanbHble ceTH Kak HH(pOpMAIMOHHAsA yrpo3a (2 4.)

CommanbHass  ceTb  Kak  MHCTpPYMEHT  cbOopa  MHQOpMamuu O  Tpa)kJaHUHE.
WHunmupyemble W HE HHHULIMHAPYEMBIE IIOJIb30BATEEM YIpo3bl B  COLMAIbHBIX  CETAX.
Mepb! 3a1MTHI OT UHPOPMAITMOHHBIX YTPO3 B COL[UAIIBHOMN CETH.

KomnbroTepHsle mporpammbsl  QuibTpanu oT HH(POpPMAIMOHHBIX yrpo3 HHTepHera.
Crnioco0s1 punpTpanus qaHHbIX. [IporpaMMbl KOHTEHTHON (UITBTpaLUK.

Tema 9. INonutrka nHGOPMAITMOHHON 0€30MACHOCTH U €€ OpraHM3allus B JOKAIbHOMU ceTn (2
q.)

Hactpoiika 6e301macHOCTH rpyNInoBoi paboThl ¢ HHPOPMALIMOHHBIMH PECYpCaMH B JIOKAJTIbHON
cetu. JlokanpHas moauTHKa 0e30MacHOCTU. ABTOpU3aLUs U €€ 3a/1auH.

Hacrpolika aynura ceTeBbIX peCypCoB.
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Pabora ¢ ’xypHanom 0e301acHOCTH.

3amura JJOKaJIEHOM CETH OT B3JIOMa.

CHu¢¢umr.

6. IlepeueHb Y4eOHO-METOAMYECKOT0 oOecmevYeHHs] [JIsi CAMOCTOSITEJbHOH PadoThI
o0y4aromuxcs Mo JMCHUILIHHE (MOY110)

6.1 Bonipochl 1 3aJaHus JJIS CAMOCTOSAITEILHOH padoThI

BocbMmoii cemectp (72 4.)

Moayasb 1. OcHoBbl HHpOPMANIHOHHYIO Oe30nacHOCTh (36 4.)

Bun CPC: *BsinonHenre MHAUBUIYATbHBIX 33 JaHUI

[ToaroroBka cuTyallMOHHBIX 3a7a4 0 HH()OPMALIMOHHON OE30MMaCHOCTH Ha OCHOBAaHUU CTaTel
COOTBETCTBYIOIIMX 3aKOHOB M HOPMAaTUBHBIX aKTOB P®. Bo3MOXHbIE pa3/ieisl:

Pa3znen «KABTOPCKOE ITPABO»

I'KP®u. IV:

Cratpa 1255. ABTOpCcKuUe npasa

Cratps 1256. [leficTBUME HUCKIIIOUUTENIBHOIO MpaBa Ha MPOU3BEIACHUS HAyKH, JUTEPaTyphl U
HCKyccTBa Ha Tepputopun Poccuiickoit dexneparuu

Cratps 1265. IIpaBo aBTOpCTBA U ITpaBO aBTOpPa HA UM

Cratpa 1266. [IpaBo Ha HENMPUKOCHOBEHHOCTh MPOM3BEICHHUS U 3allUTa MPOU3BEACHUS OT
HCKaXECHUI

Crarbs 1267. OxpaHa aBTOpCTBA, UMEHU aBTOpAa M HENPUKOCHOBEHHOCTH IPOU3BEICHUSA
II0CJIE CMEPTHU aBTOpa

Cratpa 1270. UckmrounTebHOE MPaBO HA IPOU3BEICHUE

Cratpst 1274. CB0OOIHOE WCIONB30BAaHUE TMPOU3BEACHHUS B WH(POPMALMOHHBIX, HAYYHBIX,
y4eOHBIX MU KYJIbTYPHBIX HENSIX

Cratps 1286. JIMIIEH3MOHHBII JOTOBOp O TPEJOCTABIECHUU IIpaBa HCIIOJIb30BAHUS
MIPOU3BEICHUS

Crates 1286.1. OTkppITas JULEH3US HA UCIOJIb30BAaHUE IPOU3BEIECHUS HAYKH, JIUTEPATYyphl
WM UCKYCCTBA

Cratps 1290. OTBETCTBEHHOCTH 110 JOIOBOPAM, 3aKJIFOUaEMbIM aBTOPOM IIPOU3BEICHUS

Cratps 1295. CnyxebHoe npou3BeeHIE

Cratps 1296. IlpousBenenus, co3JaHHbIE IO 3aKa3y

Crates 1297. IlpousBeneHusi, co3JaHHbIEC IPH BBHIOIHEHUH pabOT MO JOTOBOPY

Cratbs 1299. Texnuueckue cpeicTBa 3allUThl aBTOPCKUX MPaB

Crartbs 1301. OTBETCTBEHHOCTH 32 HAPYLIEHUE UCKIIOUNTEIBLHOTO IIpaBa Ha MPOU3BEACHUE

Cratps 1302. ObecrieueHre ncka 1o JiejaM 0 HapyIleHUH aBTOPCKUX MpaB

YK PO:

Cratbs 146. HapyiieHne aBTOpCKUX U CMEKHBIX IIPaB

Cratbs 147. HapymeHue n3o00peTarenbCKuX U NAaTEHTHBIX MPaB

KoAIl PO®:

Cratbs 7.12. HapyieHne aBTOPCKMX M CMEXHBIX MPaB, U300peTaTeabCKUX U MaTEHTHBIX MpaB

O3 PO «O6 aBTOPCKOM MpaBe U CMEKHBIX IIPABaX»:

Cratbst 17. IlpaBo pmocTyma K MpOU3BEACHHMSIM H300pa3UTENbHOIO HCKyccTBa. IIpaBo
CJIETOBaHUS

Cratbst 26. BocnpowusBeneHue NpOU3BEACHUS B JMUYHBIX LeEnAX 0e3 corjiacus aBTopa C
BBIIUIATOM aBTOPCKOTO BO3HATPAXKICHUS

Cratpst 39. Hcnonb3oBaHue (OHOTpaMMBI, ONMYOJMKOBAaHHOH B KOMMEpPYECKHX LEIX, 0e3
coryacus Mpou3BoUTENS (POHOTPaMMbI M UCTIOTTHUTES

Cratbst 48. HapymeHue aBTOPCKHX U CMEXHBIX mpaB. KoHTpadakTHble SK3eMILISApHI
MpOM3BEICHUS U (POHOTPAMMBI

Cratbs 49. I'pax1aHcKO-IIpaBOBbIE CMIOCOOBI 3aIIMTHI AaBTOPCKOTO MPaBa U CMEXHBIX MPaB

Paznen «<MHTEJUUIEKTY AJIBHAA COBCTBEHHOCTDb»

'K P®:
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Cratpst 1246. T'ocymapcTBEHHOE pErylupoBaHHE OTHOILEHHH B cdepe HHTEIUICKTYalbHOM
COOCTBEHHOCTH

YK P®

Crartbs 159.6. MomeHHH4YeCTBO B chepe KOMIBIOTEpHON nH(pOpMaIun

Pazzen «[IPECTYIIIEHMS B COEPE KOMITBIOTEPHOI MTH®OPMALIVIN»

YK PO

Cratpst 272. HenpaBoMepHBIil TOCTYI K KOMIIBIOTEPHON HH(OpMaIiu

Cratbst 273. Co3nanue, MCIIOIb30BaHUE M PACIPOCTPAHEHHE BPEIOHOCHBIX KOMIIBIOTEPHBIX
IIporpaMm

Crarps 274. HapymieHue mnpaBui SKCIUTyaTallid CPEACTB XpaHEHUs, OOpabOTKH WM
nepeaayy KOMIBIOTEPHOW HHPOPMALUU U HH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX CeTeil

Pazzen «[IPECTYIIJIEHMSA IIPOTUB I'OCYJIAPCTBEHHOM BJIACTU»

3axoH P® «O rocynapcTBeHHOU TaliHE)

Cratpa 5. [lepeueHb cBeJIeHU, COCTABISIONINX ITOCYIapCTBEHHYIO TallHY

Cratpss 16. B3aumnass nepenauya CBEACHHH, COCTAaBISIIOIIMX TOCYAAPCTBEHHYIO TalHY,
OpraHamMy rocyJapCTBEHHOH BJIACTH, IPEANPUATUAMH, YUPESKICHUAMU U OpraHU3aLUsAMU

Cratps 19. 3ammuTa cBeIeHUI, COCTaBISIOLMX T'OCYJAapPCTBEHHYIO TaiiHy, IIpM W3MEHEHUU
GbyHKIME CyOBEKTOB ITPAaBOOTHOIICHUI

Crarbs 21. JIonmyck JOMKHOCTHBIX JIMII U TPaKJIaH K TOCYJJapCTBEHHON TailHe

Cratps 21.1. OcoOblii MOpsAI0K AOMyCKa K TOCYJapCTBEHHOM TaiiHe

Crarbst 22. OcHOBaHMS IJisi OTKa3za JOJDKHOCTHOMY JIMILy WJIM TPaXJTaHUHY B JOMYCKE K
rOCyJJapCTBEHHOI! TaliHe

Cratps 24. OrpaHuyeHus] IpaB AOKHOCTHOIO JIMIA WIM TpakJaHUHA, JOMYIICHHBIX WIN
paHee JI0IMYCKaBIIMXCs K FOCy1apCTBEHHOM TaliHe

Cratbs 26. OTBETCTBEHHOCTb 3a HapylleHHE 3akoHoaarenbcTBa Poccuiickoit denepanuu o
rOCyJJapCTBEHHOI! TaliHe

YK P®:

Crarbs 283. Pa3rnaiienue rocyapcTBEHHOM TaiHbI

Cratps 275. ['ocynapcTBeHHast U3MEHA

Crarbs 276. llInnonax
KoAIl P®:

Cratbss 7.31. Hapymenue mnopska BeIeHHs peecTpa KOHTPAKTOB, 3aKIFOUYEHHBIX
3aKa3yMKaMH, peecTpa KOHTPAKTOB, COJAEPIKAILLEro CBEICHMS, COCTABIISIONIME TIOCYAapCTBEHHYIO
TaiiHy, peecTpa HeT0OPOCOBECTHBIX MOCTABIIUKOB (IOAPAIYUKOB, UCIIOTHUTEIEH)

Anroput™ pa3paboTKH 3a1a4u:

1. BeIOpaTh ¥ U3y4UTh CTAThIO U3 HOPMAaTUBHOIO aKTa.

2. Ilpoananu3upoBaTh MaTepHualbl caliToOB, Hampumep, http://itsec.ru, Ha IpeaMeT Haka3aHUs
3a HapyleHus B cdepe HHPOPMALMOHHONW OE€30MaCHOCTH.

3. Pa3paboraTh CUTYallMOHHYIO 337a4y U MPHUBECTH €€ PElIeHUE C YKa3aHHEM HOPMAaTHBHBIX
aKTOB, Ha KOTOpBIE OCYIIECTBIISAIACH OIIOPa.

[Ipumep 3anaum:

I'paxxnanuH MIBaHOB cO31a1 aHTUBUPYCHOE IPOIPaMMHOE CPeACTBO oA HazBaHueM «EFVIvy
U 3apeructpupoBall Ha Hero cBou mnpaa. 20.09.2017 »>ToT rpakJaHUH 3aKIHOYMI JIOTOBOP C
komnaHuel «Saransk-IT» W mepenan cBOM MMYILECTBEHHBIE IpaBa Ha PaclpoOCTpPaHEHHE CBOETO
MIPOrpaMMHOTO MPOIYKTa CPOKOM Ha oAuH roA. [locne 3akmoueHust joropopa komnanus «Saransk-
IT» mepenponana s pacrnpocTpaHeHus Bepcuto nporpammbl «EFVIv»y npyroit komnanum 6e3
BEJIOMa aBTOPA.

WmeeT nmu MeCTO B JaHHOM CUTYallMy HapyLIEHUE aBTOPCKOTo NpaBa rpaxkjaHuHa lisanosa?

Pemenne.

Cornacno Crarteu 1270 I'K P®:

ABTOpY IIPOU3BEIECHUS UM HHOMY ITPaBO0OIaAaTENI0 MPUHAAIEKHUT UCKITIOUNTEIBHOE MTPaBoO
UCMOJIb30BaTh MPOU3BEJCHNE B COOTBETCTBHM cO cTatbed 1229 mHacrosimero Kopekca B mo00it
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dbopMe u JOOBIM HE MPOTHBOPEYANINM 3aKOHY CIMOCOOOM (MCKIIOYHTENHHOE TMPaBO Ha
MPOM3BEACHNE), B TOM 4YHCIE CcHoco0aMu, yKa3aHHBIMM B IIYHKTE€ 2 HACTOSIEH CTaThH.
[IpaBooGiiagarenb MOKET pacoOpsKAThCS UCKIIOUUTEILHBIM IIPAaBOM Ha MPOU3BEICHHE.

2. Hcnonb3oBaHMeM  MPOM3BEAEHUS  HE3aBUCUMO OT  TOTO, COBEPIIAIOTCS iU
COOTBETCTBYIOILINE JCHCTBUA B LEISIX W3BJICUCHHs NMPHOBUTH WM 0€3 TaKkoil LenH, CYMTAeTCs, B
YaCTHOCTH:

2) pacrpocTpaHeHHe TPOU3BEACHUS MTyTeM MPOAAKU WIH MHOTO OTUYXJICHHUS €r0 OpUTrHHAja
WJIH 9K3EMILISIPOB;

Takum 00pa3om, B TaHHOM cllydyae UMEET MECTO HapylIeHHE aBTOPCKOIO MpaBa rpaxkJIaHuHA
NBanoga.

Bung CPC: *PaGota c »IEKTpOHHBIMH pecypcaMH U HH(GOPMAIMOHHBIMH CHUCTEMaMH

[IpoxoxaeHue oHIalH Kypca:

"TexHoysoruu u TpoayKThl Microsoft B obecrneueHnn WH(POPMAIMOHHOW 0€30MacHOCTH
http://www.intuit.ru/studies/courses/600/456/info.

Moay.nb 2. CoBpeMeHHbIe TEXHOJI0THH HH(OpMAaLMOHHOM 0e3omacHocTH (36 4.)

Bun CPC: *BrinoiiHeHNe WHIWBUYaTbHBIX 3aJaHHUH

CXEMA O®OPMIJIEHU A OITMCAHUA ITPUIJIOXKHEHU A

JJI1 OPTAHU3 AL

MH®OPMAIIMOHHOM BE3OITACHOCTU HA KOMITBIOTEPE

Oo6mue ceenenus (20 6amioB)

Hazpanue npuiioxeHus:

[IpousBoaurens:

CailT mpou3BOAUTEIIS:

Heo6xoauMocTh MHCTALIAIMH (J1a/HET)

TpeboBanus k onepalnMoOHHON cucTeMe U anmnapatHeiM pecypcam [1K:

OOHoBIIeHUE (PYYHOE/aBTOMATUIECKOE)

Tun npunoxenus (6ecraTHOE, YCIOBHO-0ECIIIATHOE, JIMLIEH3UOHHOE)

OYHKIIMOHATBHBIE BO3MOKHOCTH:

Onucanue npuinoxenus (35 6amios)

CKpHHIIOT IPUIIOKEHUS

Onucanue MyHKTOB MEHIO MPUIIOKEHHS

Hactpoiika npunoxxenus (45 6anioB)

Onucanrie HACTPONKU MPUIIOKEHUS HA paboTy

Onucanue »5TanoB paboOThl € MNPUIOKEHUEM IO OO0ECHEeueHUI0 HHPOpPMAaIOH-HOM
0€30MacHOCTH Ha KOMIIBIOTEPE

Cnucok mpUIOKEeHHH JIJIs1 pAaCCMOTPEHUS

MesxceTeBble 9KpaHbl (CO BCTPOCHHBIM M 0€3 BCTPOSHHOTO aHTUBHUPYCA)

AVG Internet Security

ViPNet Personal Firewall

BitDefender Total Security

Norton Internet Security

F-Secure Internet Security

Antiy GhostBusters

eScan Internet Security Suite

Agnitum Outpost Firewall Pro

Jetico Personal Firewall

Core Force

Privatefirewall

PC Tools Firewall Plus

[TporpaMMbI MPOAKTUBHOM 3aIIUTHI U 3aLIUTHI OT IIMHOHCKUX TPOTPaMM

WinPatrol

n
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Ad-Aware

SUPERANtiSpyware

Spyware Doctor

AVZ

Windows Defender

Spybot - Search & Destroy

Spyware Terminator

HijackThis

Spy Sweeper

SpywareBlaster

CucteMbl 0OHapY)KEHUSI BTOPIKEHUS

Anti-keylogger

Protector Plus

MoxHo BBIGpaTB CBOM IIPpOIrpaMMHBIC CPEACTBA, HE YKa3aHHBIC BEBIIIC.
Bung CPC: *PaGorta c 3JIEKTpOHHBIMH pecypcaMH U HH(GOPMAIMOHHBIMH CHCTEMaMH

[IpoxoxkaeHue oHIalH Kypca:
"OcHoBbl ~ uwH(poOpManMoHHOW  Oe3omacHocTH  mpu  paboTre  HA  KOMIbHOTEpe"
http://www.intuit.ru/studies/courses/680/536/info

7. TemaTHKa KypcOBBIX pa0O0T(IIPOEKTOB)

KypcoBblie paboThI (ITPOEKTHI) MO AUCHHUILTMHE HE MPEyCMOTPEHBI.
8. MOH[I O1IeHOYHBIX CPEACTB /AJsl IPOMEKYTOUYHOM aTTecTaAlUuN
8.1. Komnerenunu u 3tansl popMupoBaHus

Koapl komnerenuumi Otansl GOpMHUPOBAHUS
Kypc, dopma Monynu ( pa3zenbl) IUCHUIUIAHBI
CEMECTP | KOHTPOJIS
OIIK-2 4 xypc, 3auer Monyis 1:
OcHOBBI HHPOPMAITMOHHYIO OE€301TaCHOCTD.
BoceMmoii
cemMecTp

OIIK-1 OIIK-5 4 xypc, 3auer Monyib 2:

CoBpeMeHHbIE TEXHOJIOTUU UH(POPMAITMOHHON
Bocbmoit 0€30MaCHOCTH.

cemMecTp

Ceenenus 00 MHBIX JUCHUIUIMHAX, YYaCTBYIOIUX B ((OPMUPOBAHUU JAHHBIX KOMIIETEHLIUH:

Komnerenuus OIIK-1 popmupyercst B mporiecce U3y4eHus! IUCHUIUINH:

Nudpopmatuka ¥ MHPOPMALMOHHBIE TEXHOJIOIMH B MPOPECCHOHATBHON NesATEIbHOCTH,
Hayuno-uccnenoBatenbckas ~ pabora,  OcHOBbl ~ MHGOPMAnMOHHONM  0€30maCHOCTH B
npodeccHOHATbHON JlesTeNnbHOCTH, [IpakTuka MO MOMyYeHHIO MEPBHYHBIX IMPO(eCCHOHANBHBIX
YMEHHM U HaBBIKOB, B TOM 4YHCJI€ MEPBUYHBIX YMEHMH U HaBBIKOB HAY4YHO-HCCIIEIOBATEIbCKON
nesTenbHOCTH, [IpakTuka 1o noixydeHuto npoQecCuoHaNbHBIX YMEHHUH U OMbITa MPO(eCcCHOHANTBHOM
JESTENbHOCTH.

Komnerennus OITK-2 hopmupyercst B mpoliecce U3y4eHUs TUCIHUITIINH:

bezonacHocts  ku3HeneaTenbHOCTH, OCHOBBI  HMH(GOPMAIMOHHOM  0€30MacHOCTH B
npodeccuoHanbHOM AesTenbHOCTH, [IpaBoBbIe OCHOBBI AESITENBLHOCTH MepeBoaunKa, [IpakTuka mo
MOJIYYEHHUIO NEPBUUHBIX MPO(PECCHOHATBHBIX YMEHUN U HABBIKOB, B TOM YHCJIE MEPBUYHBIX YMEHHH
U  HaBbIKOB  HAy4YHO-HUCCJIENOBATENIbCKOW  JAesTenbHOCTH, llpakThka 1O  MOJY4YEHHIO
npoeCCHOHATBHBIX YMEHUH U OTBITa TPOPECCUOHATIBHOM 1S TeTbHOCTH.

Komnerenuus OIIK-5 ¢popmupyercst B mporiecce U3ydeHus IUCHUTUINH:

Nudopmatuka ¥ MHPOPMALMOHHBIE TEXHOJIOTMH B MPOPECCHOHATBLHON NEeSATEIbHOCTH,
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Hayuno-uccnenoBarenbckass ~ pabora,  OcHOBbl  HH(GOpPMAIMOHHOH  O€30MaCHOCTH B
npodecCUOHATBHON JiesTenbHOCTH, [IpakTuka MO MONyYeHHIO MEPBUUYHBIX MPO(ECCHOHAIBHBIX
YMEHUH W HaBBIKOB, B TOM YHWCIJI€ NMEPBHUYHBIX YMEHUH W HABBIKOB HAY4YHO-HCCIIEIOBATEIbCKOU
AesTenbHOCTH, [IpakTuka 1o nomy4eHuto npo(ecCuoHaNnbHbIX YMEHUH U ONbITa MPO(hecCHOHAIBHON
nesaTenbHoCTH, [IpakTuueckuil Kype nepeBoja BTOPOro MHOCTPAHHOIO sA3bIKa, IIpakTuueckuii Kypc
nepeBosia MEepBOr0 MHOCTPAHHOIO s3biKa, llpennumiomHas mpaktuka, Teopus MeXKyIbTYpHOU
KOMMYHHUKAIIH.

8.2. Iloka3aTe/in 1 KPUTEPHHU OLICHUBAHUS KOMIIETEHINH, IKAJIbI OLICHUBAHUS

B pamkax wu3yyaeMol JUCHMIUIMHBI CTYIEHT JEMOHCTPHPYET YPOBHU OBJAJCHHS
KOMIIETEHIUSIMU:

I1oBBIIIEHHBIN YPOBEHB:

3HaeT ¥ IIOHUMAeT TEOPETUYECKOe COJACpKAaHUE IUCLUIUIMHBI, TBOPYECKH HCIIOJIb3YeT
pecypchl (TEXHOJIOTUH, CPENCTBA) ISl pelieHuss Mpo(deCCUOHATBHBIX 3a/1ad; BIIAJCET HABBIKAMU
peLeHMs] MPAKTUYECKUX 3a/1a4.

ba30BbIi1 ypOBEHbB:

3HAaeT U MOHMMAET TEOPETHUYECKOE COJAEp)KaHUE; B JOCTATOYHOW CTENEHH C(HOPMHPOBAHBI
YMEHHUSI TPUMEHATh Ha TMPAKTHKE U TMEPEHOCUTh W3 OJHOW HayyHOW o00JacTH B JIPYTYIO
TEOPETUYECKHE 3HAHMs; YMEHUS M HaBbIKM JEMOHCTPUPYIOTCS B YYeOHOH M NPaKTHYECKOU
NESATEIbHOCTH; WMEET HAaBBIKA OLIEHUBAaHHUA COOCTBEHHBIX JIOCTHIKCHUH; YMEET OIpeneisTh
po0JIeMbl ¥ TOTPEOHOCTH B KOHKPETHOH 001acTi Mpo(ecCHOHANbHOM AesTeIbHOCTH.

IToporoselii ypoBEHb:

IIOHMMAET TEOPETHYECKOEe COJepKaHHe; MMeeT NpeACTaBiIeHHe o Mpobiemax, Mpoleccax,
SBIICHHUSIX; 3HAKOM C TEPMHHOJIOTHEH, CYIIHOCTHIO, XapaKTEPUCTHKAMH H3y4aeMbIX SBICHUI,
JE€MOHCTPUPYET NPAKTUYECKUE YMEHHUS TNPUMEHEHUS 3HAaHUM B KOHKPETHBIX CHUTYyalUsX
pohecCHOHATLHOM JISATEIILHOCTH.

VYpoBeHb HUXE TOPOTOBOTO:

UMEIOTCS TPOOENsl B 3HAHHUAX OCHOBHOTO Y4YEOHO-TIPOTPaMMHOIO Marepuaja, CTYACHT
JOITyCKaeT NPUHIHUINATIbHbIE OIIMOKU B BBINOJIHEHUH NIPEyCMOTPEHHBIX IIPOrpaMMOH 3aaHuil, He
CIIOCOOCH MPOAOIDKUTH OOyYEHHE WJIM TPUCTYNHTh K NPOPECCHOHATBHON NEATEILHOCTH IO
OKOHYAaHUU By3a 0€3 [ONOJHUTEIbHBIX 3aHATHUH IO COOTBETCTBYIOILEH JUCLUILIMHE.

YposeHb IIIxana oueHUBaHUSA 1)1 IPOMEKYTOUHOU [ITkana oueHnBaHUs
c(hOpMUPOBAHHOCTH aTTeCTaluu no bPC
KOMIIETEHIINH OK3aMeH 3auer
(mud depeHpoBaHHBIH
3a4er)
[ToBbITIEHHBIN S (OTJIMYHO) 3a4TEHO 90 — 100%
bazoBerii 4 (xopoo) 3a4YTEHO 76 — 89%
[ToporoBerii 3 (YAOBIETBOPUTEIBHO) 3a4YTEHO 60 — 75%
Huxe noporosoro 2 (HeyJIOBIETBOPUTENIBHO) [HE3aYTEHO Huxe 60%

Kpurepun onieHkr 3HaHUI CTYJI€HTOB IO TACHHILINHE

Onenka ITokazarenu
3a4TeHo Brianeeer HaBbIKaMK OpraHu3aniu HHPOPMAIMOHHOM 0€30MacHOCTH Ha
KOMITbIOTEpE
Hesaureno He BnaneeeT HaBbIKaMH OpraHU3alliy MHPOPMAITMOHHOM 0€30MacHOCTH Ha
KOMITHIOTEPE

8.3. Bonipocel, 3a1aHU TEKYLIEro KOHTPOJISI

Monyns 1: OcHOBBI HHPOPMALMOHHYIO 0€30MaCHOCTh

OIIK-2 ciocoOHOCTH cO0MI0AaTh B PO(ECCHOHATBHON 1eATEIbHOCTH TPeOOBaHMSI IIPABOBBIX
aKTOB B 00yacTM HMH(OPMAIIMOHHON 0€30MacHOCTH, 3alUThl T'OCYAAPCTBEHHOM TaliHBI U WHOU
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nH(pOpMAIUK OTPaHUYEHHOTO JOCTYIA, 00eCIIeYBaTh COOMIOIEHUE PeKUMa CEKPETHOCTH

1. Packpoiite cyTh HOpMAaTHBHO-TIPABOBOTO acTeKTa 3amuThl HHopmarmu. OXxapakTepu3ynTe
CTPYKTYpY 3aKoHOaTenbcTBa Poccun B 06s1acTH 321U Thl HH()OPMAIHH.

2. JlaiiTe onpeneneHue rocynapcTBeHHon TariHe. [lepeunciure OCHOBHBIE CTaTbU B 3aKOHE O
roCyZapCTBEHHOM TalHe.

3. JlaiiTe onpezeeHue MOHATHAM «aBTOPCKOE IIPaBO» U «KOMMeEpUYECKas TalHa». Y KAKUTE UX
OTIMYUTEIbHBIE 0cOoOeHHOCTH. OXxapakTepusylTe crnocoObl 3alUThl aBTOPCKUX IpaB U
KOMMEPYECKOU TailHBI.

4. Ilepeuncnute BHIbl KOH(pUACHUMAIbHOW uHGpopMmanmu. [IpuBemure mnpUMEpHI
KOH(HIEHIIMATbHON UH(OPMAIIMK U YKaXKHUTE CIIOCOOBI €€ 3aIUTHI.

5. Tlepeuncnante HOPMATHBHO-TIPABOBBIE JTOKYMEHTHI, OPHEHTUPOBAHHBIE Ha oOOecreuecHHe
nHbOpMallMOHHON Oe3onacHocTH. OXxapakTepu3yWTe HapyLIeHUs, IpPEACTaBIEHHbIE B 3TUX
JOKYMEHTaxX U Mepy HaKa3aHusl.

Mopyns 2: CoBpeMeHHBIE TEXHOJIOTHH HH(HOPMAITMOHHONW 0€301aCHOCTH

OIIK-1  cnocobHocTh  paboTaTh €  pasNUYHBIMA ~ HMCTOYHHKAMHM  MH()OpMALUH,
MHGOPMALIMOHHBIMHM PECYpPCaMU U TEXHOJIOTMSAMH, OCYLIECTBIIATh MOMCK, XpaHEHHE, 00paboTKy U
aHanu3 WHGPOpPMAMKM W3 PA3HbIX HMCTOYHMKOB M 0a3 JaHHBIX, MPEACTAaBIATH €€ B TpedyeMoM
¢dopmare ¢ UCIOJIB30BaHUEM MH(POPMALMOHHBIX, KOMIBIOTEPHBIX U CETEBBIX TEXHOJIOIMMH, BIAJETh
CTaHJIaPTHBIMU METOJAMM KOMIIBIOTEPHOI'O0 Habopa TEKCTa U €ro peAakTUPOBAaHUS HA PYCCKOM U
MHOCTPAHHOM SI3bIKE

1. PackpoiiTe mNOHATHE «KOMIIBIOTEPHBIM BuUpyc». Ilepeuncnure BHUIBI KOMIBIOTEPHBIX
BUpycoB. IlpuBeaure mnpuMepsl, OMUIINTE CHOCOOBI WX IPOHUKHOBEHUS U OCOOEHHOCTH
pa3pyLIUTENbHBIX JEHCTBUH.

2. Ilepeuncnaure crnocoObl NPOHUKHOBEHUS KOMIIBIOTEPHBIX BHPYCOB Ha KOMIIBIOTED.
[TpuBenuTe NPUMEPHI, ONUIIATE OCOOEHHOCTH UX PA3PyIIUTEIbHBIX JEHCTBUH.

3. PackpoiiTe CyThb TEXHOJIOTMS aHTHMBHPYCHOHM 3alllUThI CETEBOro KoMmmbrorepa. IIpusenure
MIPUMEPHI AHTUBUPYCHBIX MPUIIOKEHUH U YKAKUTE 0COOCHHOCTH MX (PYHKIIMOHAIA.

4. OxapakTepu3syiiTe BpeIOHOCHbIE IIPOrpaMMBbl U UX BUbL. [lepeunciante criocodbl 60pbObI €
HUMU.

5. OxapakTepusyiTe  NporpaMMHBbIE CpEeACTBa OrpaHMueHus nocryna B HHTepHer,
¢wibTpanmu mHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OJHOTO TPUIIOKEHUS PACKPOHTE €ro
(GyHKLIMOHATIBHBIE BO3MOXKHOCTHU 10 OFpaHUYEHUIO 1ocTyna B IHTepHeT.

OIIK-5 cnocoOHOCTh  CAMOCTOATEIBHO  OCYIIECTBIATH  IMOUCK  Npo¢heCcCHOHATbHOU
MH(OpMAaILUY B MIEYATHBIX U AJIEKTPOHHBIX HCTOYHMKAX, BKJIIOYAs! SJIEKTPOHHBIE 0a3bl TaHHBIX

1. VYkaxure BuUIbl MoIIeHHHMYecTBa B cetu MuTepner. Ilepeuncnute cmocoObl
npotuBoaeicTBus VHTepHEeT-MomeHHnKaM. OXapakTepu3yWTe IOBEIECHUE NPHU BO3HUKHOBEHUU
yrpo3sl UHTEpHET-MOILIEHHUKOB.

2. PackpoiiTe cyTb 371eKTpoHHOW LMpoBoi moamucu. OxapakTepusyilTe NPaBOBOM U
TeXHUYecKkui acnekThl. CopMymupyiHTe peKOMEHJALWU JJs HCIOJIb30BAHUS DIIEKTPOHHOMN
1 (poBOM TOMUCH.

3. ChopmynupyiiTe pekoMeHAAIMU Jid oOecreueHrus O0e30MacHOCTH B MPUIIOKEHHsIX MS
Word u MS Excel. Onumute ciocoOsl 3amutel nHpopmanuu B b/l Ha npumepe MS Access.

4. Packpoiite cyrb uaeHTUUKALMA W ayTeHTU(QUKALUsS NPU BXoJe B MH(GOPMALMOHHYIO
cucremy. ChopmynupyiTe peKOMEHIAIMK IO MCIIOJIb30BaHUIO APOJIbHBIX CXEM B KOMIIBIOTEPHBIX
CeTsIX. YKaXHUTe HEJJOCTATKU MapOJIbHBIX CXEM.

5. Packpoiite TexHOJOTHIO (DYHKIMOHUpOBaHMA OpaHaMayspoB. OOBSCHUTE HACTPOHKY
OpaHaMay’pa Ha IpUMepe KOHKPETHOTO MPUIIOKEHHUS.

8.4. Bonipochl MpoMesKyTOCHOI aTTecTALMU

Bocbmoii cemectp (3auer, OIIK-1, OIIK-2, OIIK-5)

1. PackpoiiTe pa3iauuHble TMOAXOAbl K ONpEACNEHUIO TMOHATUS «MHPOpPMAIMOHHAS
6e3onmacHocThy. [IpuBecTH mpuMepbl HapylIeHUsS MHPOPMALMOHHONW 0e30MacHOCTH B OBITY M Ha

MoarotosBneHo B cucteme 1C:YHusepcutet (000015030)



MPENNPUATHH.

2. O6ocHyiiTe 3TaMnbl pa3BUTHSI HHHOPMAITMOHHONW O€30MTaCHOCTH.

3. PackpoiiTe moHATHE «3amuTa MHPOPMALUU» U OOOCHYHTE OCHOBHBIC ACHEKTHI 3AIUTHI
nHpopMaIuu.

4. O6ocHyiTe OCHOBHBIC 3314 CUCTEMbI HH()OPMAIIMOHHON 0€30aCHOCTH.

5. OxapakTepu3syiTe IporpaMMHbIE CPEICTBA OpraHU3aLUU HHPOPMALMOHHOM Oe30I1acHOCTH
npu pabore Ha KommbioTepe. Ha mpumepe ogHOTO MPHUIIOKEHUS PAcKpOWTe ero (pyHKIHMOHAIbHbIE
BO3MO’KHOCTH 10 3aliUTe HHPOPMALIUU.

6. OxapakTepu3yiTe NporpaMMHBIE CPEICTBA OpraHu3aluy HH(HOPMAIIMOHHON 0e30MacCHOCTH
B KOMIbIOTEpHOH ceTtu. Ha mpumepe OAHOrO NpMIIOKEHHUs packpoilte ero (QyHKIUOHAIbHbIE
BO3MOYKHOCTH 10 3aIUTe WH(POPMAIIHH.

7. OxapakTepu3yiTe anmapaTHblE CpPeICTBa OpraHu3alMd MHPOPMALMOHHOM O€3011aCHOCTH
npu pabore Ha KomnbioTepe. [IpuBeanTe mpuMepsl annapaTHBIX CPEICTB 3aUTH HH()OPMAIIH.

8. VYkaxuTe OCHOBHBIC HAIpaBICHUS OpraHU3alud HH(QOPMAILMOHHONH O€30MacHOCTH.
CdhopmynupyiiTe peKOMEHIAMU AJsl OpraHu3aluu UH(OPMAIIMOHHON 0€30mMacHOCTH MpH padoTte
Ha [IK py1g coTpyaAHUKOB 00pa30BaTENbHOIO YUPEXKICHHS.

9. PackpoiiTe moHsTHE «ceTeBble aTaku». lIpuBenuTe mpUMEpBl CETEBBIX aTakK. YKaKHUTE
CIOCOOBl HECAaHKLMOHUPOBAHHOI'O IMPOHUKHOBEHMsI Ha CETEBOW KOMIBIOTEP U OXapaKTepHU3yHTe
IIyTHU IPOTUBOAECUCTBUSI UM.

10. PackpoiiTe noHsatue «MH(OpMAIMOHHAs Yrpo3a» € MO3MLUHU MpoOsieMbl oOecredeHus
nHbopManMoHHON Oe3onmacHocTH. Oxapakrepusyiite Buabl yrpo3. [IpuBenuTe mnpumepsl yrpos
Pa3IMYHBIX BUJOB.

11. Packpoiite CcyTb  HOPMATHBHO-TIPABOBOTO  AaCMEKTa  3alIUTHl  WH(OPMAINH.
Oxapakrepu3yiTe CTpyKTypy 3aKoHOJaTenbcTBa Poccuu B 0061aCTH 3aUThI HH(OPMALIHH.

12. JlaiiTe onpezenieHne rocyJapcTBEHHOM TaiiHe. [lepeuncnyure OCHOBHbBIE CTaThU B 3aKOHE O
roCylapCTBEHHOH TalHe.

13. JlaiiTe omnpenenaeHue MOHATUSAM «aBTOPCKOE IIPABO» U «KOMMEpYECKas TailHa». YKaxure
UX OTJIMYUTEIbHBIE OCOOEHHOCTH. OXapakTepusyWTe CcIocoObl 3alIUThl AaBTOPCKUX IIPaB U
KOMMEPYECKOU TAHBI.

14. Ilepeuucnute Buabl KoHpuaeHUManbHOM wuHpopmanuu. [IpuBenure mnpuMeps
KOH(HISHIINATHHON HH()OPMAITUH U YKAKUTE CIIOCOOBI €€ 3aIUTHI.

15. Ilepeuucnute HOPMATUBHO-IIPABOBbIE JOKYMEHTbI, OPUEHTHPOBAHHBIE Ha OOecreueHue
nH(popMalMoOHHON Oe3omacHOCTH. OxapaKTepusyiiTe HapylleHUs, NpPEACTaBIEHHbIE B 3THX
JOKYMEHTaxX U MEpY HaKa3aHUsl.

16. OxapakTepusyiTe OpraHu3almOHHbBIE MEPHI 3aUThl HHPopManu. OOOCHYITE OCHOBHBIE
OpraHU3aIIOHHBIE MEPOIIPUATHS UHPOPMALIMOHHONW OE30MaCHOCTH.

17. OxapakTepusyiTe TEXHOJOTUYECKHE Mephl HH(POpMAIIMOHHOM O6e3onmacHocTH. OOOCHYIHTE
KJIaCCU(UKALIMIO CPEACTB TEXHOJIOTHUECKOM 3alUThI HH(OPMAIIHH.

18. OxapaktepusyiTe anmapaTHbie CpeJCTBA 3alTUTHI HH()OPMAIIUHU, YKAXKUTE OCHOBAHUS IS
ux knaccudukanuu. [IpuBenure npuMepsl annapaTHBIX CPEACTB 3aLUTHI HH)OPMAIIH.

19. Onumure cyTh nporpaMMHON 3amiuThl MHPopManuu. [lepedncante oCHOBHBIE CpeCTBA
NpOrpaMMHOM 3amuThl WHGpoOpMalnMu, 00O0CHYHTe ux kiaccudukauuio. Ha mnpumepe omHoro
MIPUJIOXKEHHUS pacKpoiTe ero (pyHKIMOHAIbHBIE BO3MOXHOCTH IO 3alIUTe UH(OpMaILIUH.

20. Ilepeuncnaure aHTHBUPYCHBIE IpOrpaMMHBbIE cpencTtBa. Ha mnpumMepe KOHKPETHOIO
MIPUIIOKEHUS MIPOJIEMOHCTPUPYHTE HaCTPONKY 0€30MMacHOCTH.

21. PackpoiiTe NOHATHE «KOMIBIOTEPHBIH BHUpyc». llepeuncinte BHIBI KOMIBIOTEPHBIX
BUpycoB. llpuBenuTe mnpuMepsl, OMUIIUTE CIOCOOBI WX TMPOHUKHOBEHHS U OCOOEHHOCTU
pa3pyLIUTEIbHBIX NEUCTBUM.

22. Ilepeuucnure crnocoObl MPOHUKHOBEHHUS KOMIIBIOTEPHBIX BHPYCOB Ha KOMIIBIOTED.
[TpuBenuTe MpUMEPHI, ONUIINTE OCOOEHHOCTH UX Pa3pyIIUTEIbHBIX IEHCTBUI.

23. PackpoiiTe CyTh TEXHOJOTHs aHTUBUPYCHOM 3aIllUTHI CETEBOro KoMmmeroTepa. [IpuBennre
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MPUMEPhI AHTUBUPYCHBIX TIPUIIOKEHUHN U YKaXKUTE 0COOCHHOCTH UX (PYHKIIMOHAIIA.

24. OxapakTepu3yilTe BpeIOHOCHBIE MMPOTpaMMbI U UX BUJBI. [lepednciure crnocoObl 60pbObI
C HUMU.

25. Oxapaktepu3yiiTe = NpPOrpaMMHBIE CpEICTBa OrpaHHYECHUsi JocTyna B HHTepHer,
¢mbTpanuu MHGOPMAIMOHHBIX pecypcoB. Ha mpumepe OJHOTO NPUIIOKEHUS PACKPOHTE €ro
(GyHKIIMOHATIbHBIE BOBMOXKHOCTH 110 OTPaHUYEHUIO A0CcTyma B IHTepHeT.

26. VYkaxure BUABl MOIICHHMYeCTBA B cetu MaTtepHer. Ilepeuncrnure crmocoOs
npotuBozelictBus MHTepHeT-MomeHHuKaM. OxapakTepu3yiTe TMOBEJEHUE NMPU BO3HUKHOBEHUU
yrpo3sl MHTEpHET-MOILLIEHHUKOB.

27. PackpoiiTe 1ienu 1 3a1a4 kpuntorpaduu Kak HaydHou obsactu. Ilepedncinure oCHOBHbBIE
HaNpaBJICHUS UCIIOJIB30BAaHMS KpUNTOrpadhUIecCKUX METOIOB.

28. OxapakTepu3ylTe  COBpPEMEHHbIE KpUNTOCUCTEMBI. lIpomemMoHCTpupyiiTe Moaenu
CUMMETPUYHBIX U aCUMMETPUYHBIX KpUnitocucteM. [IpuBeanre npumepsl.

29. OxapaktepuszyidTe METOJbl KpUNTOrpaduueckoro 3akpbiTHs HHpopmaruu. Onumure
CYTb CTOMKOCTH METOJa U TPYAOEMKOCTH METOA.

30. OxapakTepu3yiTe COBPEMEHHBIE CIIOCOOBI MU(POBAHMS TaHHBIX.

31. Oxapakrepusyiite MporpaMMHBIe  cpeicTBa ImmdpoBaHUS JaHHBIX. Packpoiite
TEXHOJIOTHIO MH(POBaHUS HA IPUMEPE KOHKPETHOTO MPUIIOKEHUSI.

32. PackpoiiTe 0cOOEHHOCTh MApONBHON 3aImUTHl WH(GOPMAIMH. YKAKUTE JOCTOMHCTBA M
HEJOCTaTKU MapoJbHONM 3amuThl UHGOopManuu. Ha3oBute mpumepsl MPOrpaMMHBIX CPEACTB IS
CO3JjaHUs U XPAHEHHUs ITAPOJICH.

33. Packpoiite cyTh smekTpoHHON nudpoBor mommucu. OxapakTepusyWTe MpaBOBOM U
TeXHWYeCKHi acnekTel. ChopMmynupyiiTe peKOMEHIAIMH JJsl HUCIONB30BaHUS AJIEKTPOHHOU
u(poBOK TOIMUCH.

34. ChopmynupyiiTe peKOMEHIAIMU Il o0ecrieueHrss 0e30MacHOCTH B MPUIIOKEHUSIX MS
Word u MS Excel. Onumute ciocoOsl 3amutsl uadopmanuu B bJ] Ha mpumepe MS Access.

35. Packpoiite cyTh MACHTU(GUKAIMS ¥ ayTeHTU(UKAIUS TPU BXOoJe B MHPOPMALMOHHYIO
cucremy. ChopmynupyiTe peKOMEHIAlUU 10 HCIOIb30BAHHUIO MAPOJIBHBIX CXEM B KOMIIBIOTEPHBIX
CeTsIX. YKaXUTe HEJJOCTaTKU apOJIbHBIX CXEM.

36. Packpoiite TexHONOrHi0 (GYHKIMOHUPOBAaHUA OpaHaMayspoB. OOBSICHUTE HACTPOUKY
OpanaMayspa Ha MpUMepe KOHKPETHOTO MPHUIIOKCHHUS.

8.5. MeTtoauyeckue MaTepHalibl, OINpedeisiiOlNIie NPOUeAYPhl OLEHHWBAHUS 3HAHWN,
YMeHHii, HABBIKOB M (MJIM) ONBITA AeATEJbHOCTH, XapaKTepU3YIOIMX 3Tanbl GopMHUPOBAHUSA
KOMIIeTeHI Ui

3aueT MO3BOJIAET OLEHUTh CPOPMUPOBAHHOCTh KOMIIETEHIIUH, TEOPETUUECKYIO MOATOTOBKY
CTY/IeHTa, €ro CHOCOOHOCTb K TBOPYECKOMY MBIIUIEHUIO, TOTOBHOCTh K TPAKTHYECKOH
NESITEIbHOCTH, MPUOOPETEHHBIE HABBIKM CAMOCTOSATEIbHOW pabOThl, yYMEHHE CHUHTE3UpOBATh
MOJIyYEHHBIEC 3HAHUS U IPUMEHSATh UX MPU PEUICHUU IPAKTUYECKUX 3a/a4.

[Tpu OamIbHO-PEUTUHIOBOM KOHTpOJIE 3HAHMM MTOTrOBasi OLEHKA BBICTABIIAETCA C YYETOM
HaOpaHHOI cyMMBbI GaJlIOB.

CobecenoBanue (yCTHBII OTBET) Ha 3a4eTe

Jns oneHkH c(hHOPMUPOBAHHOCTH KOMIIETEHIIMM TOCPEACTBOM coleceloBaHUs (YCTHOTO
OTBETA) CTYJIEHTY MPEJBAPUTEIBHO MpeIaraeTcsi epeueHb BOIPOCOB UM KOMIUJIEKCHBIX 3a/1aHuH,
IpearnoiaralolliuX yMEHHEe OpUEHTHPOBAThCS B MpoliieMe, 3HaHME TEOPETUYECKOro Marepuana,
YMEHHMSI IPUMEHSATh €r0 B MPAKTUYECKOW NMPOoPecCHOHAIBHON AESITEIbHOCTH, BiIa/IeHUE HaBbIKaMHU 1
MpHEeMaMHU BBITIONTHEHUS MPAKTUUECKUX 3a/IaHUN.

[Tpu onieHKe AOCTHKEHUN CTYJEHTOB HE00X0IMMO oOpamiath 0co00€ BHUMaHUE Ha!

— YCBOEHHE NMPOrPaMMHOI0 MaTepuana;

— YMEHUE u3jaraTh IporpaMMHBINA MaTepral HAyYHbIM S3bIKOM

— YMEHHE CBA3BIBATH TEOPUIO C MPAKTUKOM;

— YMEHHUE OTBeYaTh Ha BUJIOM3MEHEHHOE 3aJJaHHeE;

— BIJIaJICHHE HABBIKAMU MMOMCKA, CHCTEMAaTU3allii HEOOXOAUMBIX UCTOYHUKOB JTUTEPATYPHI IO
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n3ydaeMoi npooieme;

— yMeHHe 000CHOBBIBATh MPUHSTHIC PEIICHHUS;

— BJIAICHUC HABbIKAMU U IPUCMaMU BBITIOJIHCHUSA TPAKTUICCKUX 3aI[aHPIﬁ;

— YMEHHE TIOJKPEIISATh OTBET MILTFOCTPATHBHBIM MaTCPHAIIOM.

Tectol

[Ipu ompeneneHuu YpOBHS IOCTHKCHUH CTYJIEHTOB C IIOMOIIBIO TECTOBOTO KOHTPOJIS
Heo0x0IMMO 0OpamaTk 0co00e BHUMaHUE Ha CIIeAyIOoNIee:

— OIICHUBAETCS MOJIHOCTHIO IPABUIIBHBIA OTBET;

— [pero/jaBaTelieM JI0JDKHA ObITh OIpe/ielicHa MaKCUMaJlbHas OI[CHKA 32 TECT, BKIIFOYAIOLIHIA

OIIpEJICIEHHOE KOJIMYECTBO BOTIPOCOB;

— MIPEToJaBaTeNIEeM MOXET OBbITh OIpeieieHa MaKCUMaIbHAs OI[CHKA 3a OJIMH BOIPOC TECTA;

— 10 BOMpOCaM, MPEIyCMaTPUBAIONIMM MHOXECTBEHHBIH BBIOOD TPaBUIBHBIX OTBETOB,
OLICHKA OTIPEEIISICTCS] HCXO/I M3 MAaKCUMAaJIbHOM OLIEHKH 33 OJIMH BOIIPOC TECTa.

KontekctHas ydyeOHasi 3ajmada, mpoOJeMHAasi CUTyalusi, CHTyallMOHHAas 3ajiava, KelcoBOe
3aJlaHue

[Ipu ompeneneHnn ypoBHS OCTHIKCHUH CTYICHTOB IPU PEIICHUH YYEOHBIX MPAKTUYCCKUX
3aJ1a4 He0OX0IMMO 00paIaTh 0c000€ BHUMaHUE Ha CIEAYIOIIEe:

— CIIOCOOHOCTH OMpENeNATh M TNPHUHUMATh [ENW Y4YeOHOW 3aJadyu, CaMOCTOSITEILHO U
TBOPYCCKU INIAHUPOBATH €€ PCIICHUC KaK B TPIHI/I‘-IHOfI, TaK U B HeCTaHI[apTHOﬁ CUTyalluu,

— CHCTEeMAaTU3UPOBaHHbIE, ITyOOKUE U TIOJHBIC 3HAHUS 110 BCEM pa3jieiiaM porpaMMel;

— TOYHOC HCIIOJIB30BaHUC Haquoﬁ TCPMHUHOJIOTUH, CTUIIMCTUYCCKU I'PAaMOTHOC, JIOTHUYCCKU
MPAaBUIHLHOE M3JI0OKEHUE OTBETA HA BOTIPOCHI U 3aJ1aHUS;

— BIIAJICHUC WHCTPYMEHTapueM Y4YeOHOW JTUCIUIUIMHBI, yMeHHe ero 3S((eKTUBHO
UCIIOJIB30BATh B IIOCTAHOBKE M PELICHUN YYCOHBIX 3a]1a4;

— I'PaMOTHO€ HMCIIOJIb30BaHUE OCHOBHOM U JIOIIOJIHUTEIBHOM JIUTEPATYPHI;

— YMEHHE WCIOJb30BaTh COBPEMEHHBbIC HH()OPMAIIMOHHBIC TEXHOJOTUU JUIS PELICHUS
yqe6HI>IX 3aaa4, UCII0JIb30BAaTh HAYUYHBIC JOCTUXKCHUA APYTUX JUCLHUILINH,

— TBOpYECKas CaMOCTOSITEeJbHAsE paboTa Ha MPAKTHYECKHX, JIAOOPATOPHBIX 3aHATHUSIX,
aKTUBHOE y4acTHE B TPYMIIOBBIX 00CYK/IEHUSAX, BBICOKUN YPOBEHb KYJIbTYPbl HCIIOJHEHUS 3aJaHUI.

9. [lepeyeHb OCHOBHOM M I0NOJTHUTEIbHOH Y4eOHOI JIUTEepaTyphl

OcHoBHas1 JInTepaTypa

1. Apremos, A. B. Undopmarmonnas 6e30macHOCTb [DNEKTPOHHBIN pecypc] : Kypce JeKIuit /
A. B. ApremoB ; MexperuonansHas Axkanemus Oe3omacHocTd U BeDKuBaHUs. — Open : MABUB,
2014. — 257 c¢. — Pexum goctyma : http://biblioclub.ru/index.php?page=book&id=428605
2. 3arunaitnos, FO. H. Teopuss uHpopMannoHHON O€30MACHOCTH W METOJOJIOTHS 3aIlUThI
uHbopManuu [IaeKTpoHHBIH pecype] : yueOHoe nocobue / FO. H. 3arunaiinos. — M. ; bepaun :
Hupexr-Menua, 2015. — 253 c. — Pexum JIOCTyTIa
http://biblioclub.ru/index.php?page=book&id=276557

3. Hectepos, C. A. OcHoBbl HHGOPMAIIMOHHONW O€30MaCHOCTH [DJIEKTPOHHBIN pecypc| :
yuebHoe mnocobue / C. A. HecrepoB ; MuHuctepctBo 00pa3zoBaHMs U Hayku Poccuiickoit
®enepaunn, Cankr-IleTepOyprekuil rocyiapcTBeHHbIN nonuTexHuueckuii yausepcurer. — CIIO. :
W3narensctBo IlonutexHnyeckoro yHuBepcutera, 2014. — 322 c. — Pexum pocrtyna
http://biblioclub.ru/index.php?page=book&id=363040

4. TIIpoxopoa, O. B. HWudopmanumonnas 0O0e30macHOCT, M 3amuTa HWHPOpPMAIIUU
[DnexTponHbIi pecypce] : yuebnuk / O. B. Ilpoxoposa. — Camapa : Camapckuii rocynapcTBeHHBIH
ApXUTEKTYpHO-CTPOUTENbHBIM  yHHMBepcuteT, 2014. — 113 c¢. — Pexum pocryna
http://biblioclub.ru/index.php?page=book&id=438331

JlomoJIHUTeIbHAS JIMTEpaTypa
1. Cerues, 0. H. OcHoBsl nH(pOpMaImoHHoi O6e30macHoCTr. Y4eOH [ DIeKTpoHHBIHN pecypc] :
npaktudeckoe nocodue / FO. H. Cerues. - M.: EBpasuiickuit oTKpbITBIH HHCTHTYT, 2010. - 328 C. -
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978-5-374-00381-9. Pexxum nocryma : http://biblioclub.ru/index.php?page=book&id=90790.
2. Konctutynus Poccuiickoit denepanmm.
3. @3 PD «O6 undopmaruu, ”HGOPMATU3ALUH U 3aIIUTE HHYOPMAITII.
4. @3 PO "O nepcoHanbHbIX AJaHHBIX"
5. @3 P® «O 6e30macHOCTIY.
6. @3 PO «O rocygapcCTBEHHOM TalHE».

10. Ilepeyennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOK ceTn « AHTEpHET»

1. http://www.securrity.ru - SecuRRity.Ru — «MupopmarronHas 6€301macHOCTb
KOMITBIOTEPHBIX CUCTEM M 3aIIUTa KOH(GUICHIIMATbHBIX JaHHBIX)»

2. http://all-ib.ru - Uudopmarmonnas 6e30macHoCTh. 3amuTa nHbopMaIuu

3. http://www.securitylab.ru - Security Lab by Positive Technologies [Dnextponnsiii pecypc] .
— URL: http://www.securitylab.ru

11. Meroanyeckue ykazaHHus 00y4aOIIMMCS 110 OCBOCHHIO U CHHMILINHBI (MOLYJI51)

ITpu ocBoeHMH MaTepHana JUCLUUIUIMHBI HEOOXO0AUMO:

— CIJTAHUPOBATH M PACIIPENICIIUTh BpeMsi, HEOOXOAMMOe [T U3y4eHHs! TUCIIUILIHHEI,

— KOHKPETU3HPOBATh AJIs ce0sl IJIaH N3yYEHUs] MaTepuana;

— 03HaKOMHTHCSI C 00BEMOM U XapaKTEePOM BHEAYIUTOPHON CAMOCTOSITETIbHON paObOTHI 1JIst
MOJTHOLEHHOI'O OCBOCHUS KXKI0W U3 TEM JUCLUIUINHBL.

CueHnapuii u3ydyeHus Kypca:

— npopaboTaiTe KKy TeMY I10 MpeAIaraeMoMy HUKe aJITOPUTMY JeHCTBUM;

— U3y4YUB BECh MaTEpUaJl, BHITOJHUTE UTOTOBBII TECT, KOTOPBIN IPOAEMOHCTPUPYET
TOTOBHOCTH K Caye 3ayeTa.

Anroput™m paboThl HaJl KayKIOW TEMOM:

— H3Y4YUTE COZIEepKaHUe TeMbl BHayYase MO JEKIMOHHOMY MaTepHaiy, a 3aTeM 10 APYruM
HCTOYHUKAM;

— MPOYUTANTE TOTOJIHUTEIBHYIO JINTEPATYPy U3 CHMCKA, IPEIJI0KEHHOI O MPEnoaBaTeieM;

— BBINUILIUTE B TETPa/ib OCHOBHBIE KATETOPUU U IIEPCOHATINH 110 TEME, UCTIOJIb3YS
JIEKLIMOHHBIN MaTepua WiIK CI0BapH, YTO HOMOXKET ObICTPO MOBTOPUTH MaTepuall IIpU MOATOTOBKE
K 3a4ery;

— COCTaBbTE KPATKUH IUIaH OTBETA MO KaX10MY BOIIPOCY, BBIHOCUMOMY Ha 00CYX/I€HUE Ha
1a00paTOPHOM 3aHITHH;

— BBIYYUTE OINPENEIEHUS TEPMUHOB, OTHOCAILIUXCS K TEME;

— IpoAyMaiTe MpUMepbl U WIUTFOCTPALMU K OTBETY 110 U3y4aeMoil TeMe;

— noaOepuTe HUTATHl YYEHBIX, OOIIECTBEHHBIX JIeATeNeH, MyOIUIIUCTOB, YMECTHBIE C TOUKU
3peHust 00CyKIaeMoi TPOOIEMBI;

— MPOJIyMbIBaiiTe BBICKA3bIBAaHUS 10 TEMaM, IPEAJIOKEHHBIM K JJAOOpaTOPHOMY 3aHATHIO.
PexoMenaanuu rno padore ¢ IUTEpaTypoil:

— O3HAKOMbBTECH C AaHHOTALUSIMU K PEKOMEHI0BAaHHOW JIUTEPATYPE U ONPEIEIINTE OCHOBHOM
METO/]I U3JI0’KEHUSI MaTepuaia TOro UJM HHOTO HCTOYHUKA;

— COCTaBbTE COOCTBEHHBIE aHHOTALIMH K IPYT'MM UCTOYHHUKAM Ha KapTOYKaX, 4TO MOMOXKET
IIpU MOATOTOBKE pedepaToB, TEKCTOB peueH, Mpu MOJATOTOBKE K 3a4eTy;

— BBIOEpPUTE T€ UCTOYHHUKH, KOTOPbIE Hanboee MOAXOIAT sl U3Y4YEeHUS] KOHKPETHOM TEeMBI.

12. [lepeyenb HH(POPMALIHOHHBIX TEXHOJIOT Wil

Peanuzanus y4yeOHOW mporpamMmbl 00ecreurMBaeTCsl JOCTYIIOM KaXIOro CTyAEHTa K
MH(OPMALIMOHHBIM pecypcaM — JJIEKTPOHHOM OuOiImoreke u cereBbM pecypcam Wutepuer. Jlns
ucnonb3oBanuss WKT B ydeOHOM mpoliecce HCHONB3YyeTcs NPOrpaMMHOE obOecredeHue,
MO3BOJISIIOIIEE OCYIIECTBIISITH IOMCK, XPAHEHHWE, CHCTEMATU3alMI0, AHAIU3 W IPE3EHTALUI0
uHpOpMaINY, SKCIOPT UHPOPMALMU Ha HU(POBbIE HOCUTENIM, OPraHU3AIUI0 B3aUMOJICHCTBUS B
peanbHON M BUPTYaTbHOW 00pa3oBaTEIbHON Cpeie.
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I/IHI[I/IBI/II[yaJIBHBIC pPE3YyIbTaThl OCBOCHHA JUCHUIUIMHBI CTYACHTAMU (I)I/IKCI/IpYIOTCSI B
AJIEKTPOHHON MH(POPMAITMOHHO-00pa30BaTEIBHOM Cpe/ic YHUBEPCHTETA.

12.1 IlepeyeHb MPOrPaMMHOIO o0ecneveHust
1. Microsoft Windows 7 Pro

2. Microsoft Office Professional Plus 2010

3. 1C: Yuugsepcuter [IPOD

12.2 Mepevyenb uHGOPMALMHOHHBIX CHIPABOYHBIX CHCTEM

(oO0HOBJIEHME BBINOJIHSAETCA esKeHe/leJIbHO)

1. Undopmanmonno-npasosas cucrema «I"”APAHT» (http://www.garant.ru)

2. CipaBounas npaBoBas cucreMa «KoncynerantILrocy ( http://www.consultant.ru)

12.3 Ilepeyenb coBpeMeHHbIX MPOdecCHOHAIBHBIX 043 JaHHBIX

1. IMpodeccuonansuas 6a3a nanubIX «OTKPBHITHIE JaHHBIE MHUHHCTEPCTBA 00pPa30BaHUs M HAYKH
P®» (http://xn----8sblcdzzacvuc0jbg.xn--80abucjiibhv9a.xn--plai/opendata/)

2. DnekTpoHHas 6uOnMoTeuHas cucrema Znanium.com( http://znanium.com/)

3. Enunoe okHO noctyma k oopasoBaTenbHbiM pecypcam (http://window.edu.ru

13. MaTepuajabHO-TeXHUYECKOE oOecrieyeHHe U CHUITUHBI

Jlis mpoBeeHMsl ayJUTOPHBIX 3aHATHH HEOOXOJUM CTaHIApTHBIA HaOOp crienuanu3upoBaHHON
yaeOHO Mebenmn u  ydeOHOro OOOpyIOBaHUS, a TaKKe MYJIbTUMEANHHOE OOOPYIOBaHHE IS
JEMOHCTpAallMK Ipe3eHTalui Ha Jekuuax. Jis mnpoBeneHMs MNpakTHUYECKUX 3aHATHH, a Takxke
OpTaHU3alll CaMOCTOSITEIbHOH pPa0OTHI CTYJEHTOB HEOOXOJWM KOMIIBIOTEPHBIH Kiacc ¢ pabounmu
MecTaMu, 00eCreunBaloIIMMHU BbIX0] B MIHTEpHeT.

WnauBuayanbHble  pe3yjibTaTbl OCBOEHUS  JUCUUIUIMHBI  CTYACHTAMHU  (UKCUPYIOTCS B
3JIEKTPOHHON MH(POPMALIMOHHO-00pa30BaTENIbHON Cpejie yHUBEPCUTETA.

VYueOHast ayauTOpHs Ui TPOBENSHHS JEKIHMOHHBIX 3aHATHH, MPAKTHYECKHX (CEMHUHAPCKUX)
3aHATHUH.

Kommnprorepnsrii kimace (Nelll).

[ToMenieHne YKOMIUIEKTOBAHO CHEIMATM3UPOBAHHON Y4eOHOH MeOenbl0 M TEXHHYECKHUMH
CpeAcTBaMU O0Y4EHHSI.

OcHoBHOE 000pyI0BaHUE:

HaGopel  1eMOHCTpalMOHHOTO  00OpYIOBaHMSA:  aBTOMATU3MPOBAaHHOE  pabodyee  MeCTO
npenojaBaTenss B COCTaBe (CHCTEMHBIM OJIOK, MOHUTOp, (UIbTP, MBbIlb, KJIaBHaTypa, BeO Kamepa,
JOKYMEHT KaMepa, aKyCTHUYeCKasi CUCTEMa), TPOEKTOp, MHTEPAaKTUBHAs TOCKA.

ABTOMaTH3MpPOBAaHHbIE paboye MecTa B cocTaBe (KoMmbloTepsl — 13 mrtyk), maraurosna JVC RD-
EZ16, MarauTHO-MapKepHas JOcKa.

Y4eOHOo-HarIsIIHbIE TOCOOUS:

[TpezenTanuu, yueOHbIE MIIAKATHI.

[Tomermenue 1t camocToATeNbHOM padoTsl, Ne 114

[TomernieHne yKOMIUIEKTOBAHO CHEIUATU3UPOBAHHON yueOHON MeOeNbl0 U TEXHUYECKUMH
CpeAcTBaMU O0YYEHHSI.

OcHoBHOE 000pyI0BaHUE:

ABTOMaTH3MpOBaHHOE pabodee MECTO B COCTaBe (CHUCTEMHBIN OJIOK, MOHUTOP, (PUIBTP, MBIIIb,
KJIaBHUaTypa, BeO KaMepa) ¢ BO3MOKHOCTBIO MOAKIIOUEHUs K ceTH «HTepHeT» u obecrnieueHneM JA0CcTymna
B DJIEKTPOHHYIO HH(POPMALIMOHHO-00pa30BaTeIbHYIO Cpelly YHUBepcHUTeTa; Tenesusop LG.

Y4eOHO-HArISIAHbIE TTOCOOUS:

[TpezenTanyu, yueOHbIE MIIAKATHI.

IToMemnieHue a1 cCaMOCTOSATEIbHOM pa6OTLI.
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[TomereHne yKOMIUICKTOBAHO CHEIUATU3UPOBAHHON ydeOHON MeOeNbl0 W TEXHUYECKUMH
CpeAcTBaMU O0Y4EHHUSI.

OcHoBHOE 000pyI0BaHUE:

KommprloTepHasi TEXHUKA ¢ BO3MOXKHOCTBIO MOJKIIIOUeHUs! K cetn «HTepHEeT» U obOecrieueHneM
JocTyna B AIEKTPOHHYIO nH(OPMaLIMOHHO-00pa30BaTEIbHYIO cpeny YHHUBEpPCUTETA
aBTOMATHU3MPOBAaHHBIC paboune MecTa (KoMIbIoTep — 12 mTyK).

MynbTUMETUIHHBINA TPOSKTOP, MHOTO() YHKITMOHAILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIAIHbIE TTOCOOUS:

[Ipe3eHTanuu, NEKTPOHHBIE TUCKH C YYEOHBIMU M Y4€OHO-METOANYECKUMHU TOCOOUSIMHU.

[Tomerienue Juist caMOCTOSITENbHOIN paboTBhI.

Yuraneueii 3a1, Ne 101

[ToMemieHne yYKOMIUIEKTOBAHO CHELMATM3UPOBAHHON y4eOHOH MeOenpl0 U TEXHMYECKUMHU
CpeaCTBaMH O0y4YEHHUSI.

OcHoBHOE 000py10BaHUE:!

KommbproTepHas TeXHHKA ¢ BO3MOKHOCTBIO MOJKIIOUEHUs K ceTu «VHTepHeT» u obecrneyeHneM
J0CTyIa B JIEKTPOHHYIO MH(POPMaLIMOHHO-00pa30BaTEIbHYIO cpeny YHUBEpCUTETA:
aBTOMAaTU3MpOBaHHbIE paboune Mecta (komnbioTep — 10 mTyK).

[TpoexTop ¢ 3KpaHOM, MHOTO()YHKIIMOHAJILHOE YCTPOMCTBO, IPUHTED.

Y4eOHO-HarIAIHbIE TIOCOOUS:

VY4eOHUKH U yueOHO-METOIMUecKre oco0us, MepHoAMYECKUe U3/1aHus, CIIpaBOYHAas JIUTEpaTypa,
CTEHJIbl C TEMAaTUYECKIMH BBICTaBKAMHU.
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